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Develop and implement a secure Microsoft infrastructure platform using native and built-in tools

About This Book

Learn how to identify and mitigate security risks in your Microsoft Server infrastructure●

Develop a proactive approach to common security threats to prevent sensitive data leakage and●

unauthorized access
Step-by-step tutorial that provides real-world scenarios and security solutions●

Who This Book Is For

If you are a security or Windows Server administrator wanting to learn or advance your knowledge in
Microsoft security and secure your Windows Server infrastructure effectively, this book is for you.

What You Will Learn

Design a secure Windows Server platform based on the best practices and industry standard●

recommendations
Identify and mitigate security risks using tools such as Security Configurations Wizard, ASA, AppLocker,●

BitLocker, and EMET
Follow step-by-step instructions to tighten the security of your Active Directory file, print server, Hyper-V●

and IIS servers, and application roles
Develop a secure access control mechanism using the Dynamic Access Control (DAC) feature●

Learn how to maintain security and deliver new security updates and patches using the Windows Server●

Update Service (WSUS)
Discover how PowerShell cmdlets and custom scripts can support your day-to-day security admin tasks●

In Detail

Windows Server 2012 provides security features and solutions that can be used as standalone security
solutions as well as integrated solutions with your existing security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft Security Configuration Wizard
and how to lock down unwanted services, along with how to configure your Windows firewall. You will see
how to enable and use native tools including AppLocker to identify and mitigate risks and tighten up your
Windows Server infrastructure security.

This book also walks you through best practices for designing and building a secure Microsoft server
platform, with instructions on configuration and managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update Services, which plays a
crucial role in the security space, is covered.
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From reader reviews:

Norman Brown:

Have you spare time for just a day? What do you do when you have far more or little spare time? Sure, you
can choose the suitable activity intended for spend your time. Any person spent their own spare time to take
a walk, shopping, or went to typically the Mall. How about open or read a book allowed Getting Started with
Windows Server Security? Maybe it is for being best activity for you. You already know beside you can
spend your time using your favorite's book, you can smarter than before. Do you agree with it has the
opinion or you have additional opinion?

Theo Garcia:

Playing with family within a park, coming to see the ocean world or hanging out with friends is thing that
usually you might have done when you have spare time, after that why you don't try matter that really
opposite from that. Just one activity that make you not feeling tired but still relaxing, trilling like on roller
coaster you are ride on and with addition info. Even you love Getting Started with Windows Server Security,
it is possible to enjoy both. It is great combination right, you still wish to miss it? What kind of hangout type
is it? Oh can occur its mind hangout folks. What? Still don't understand it, oh come on its known as reading
friends.

Vincenza Nagel:

In this age globalization it is important to someone to receive information. The information will make you to
definitely understand the condition of the world. The healthiness of the world makes the information simpler
to share. You can find a lot of references to get information example: internet, classifieds, book, and soon.
You will observe that now, a lot of publisher in which print many kinds of book. The book that
recommended for your requirements is Getting Started with Windows Server Security this publication
consist a lot of the information of the condition of this world now. This kind of book was represented so why
is the world has grown up. The terminology styles that writer make usage of to explain it is easy to
understand. Often the writer made some investigation when he makes this book. That is why this book ideal
all of you.

Harry Anderson:

What is your hobby? Have you heard in which question when you got pupils? We believe that that problem
was given by teacher for their students. Many kinds of hobby, All people has different hobby. So you know
that little person such as reading or as reading through become their hobby. You need to understand that
reading is very important in addition to book as to be the issue. Book is important thing to increase you
knowledge, except your own personal teacher or lecturer. You get good news or update about something by
book. A substantial number of sorts of books that can you choose to adopt be your object. One of them is
niagra Getting Started with Windows Server Security.
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